Additional Step for NCTracks SFTP Users

Summary
This document talks about an additional Step NCTracks SFTP users will have to follow if they are

newly provisioned or they change their password.

Trading Partner details

NCTracks Trading Partner page provide complete details of Trading partner information and the
Trading partner connectivity guide provides the details of the possible ways to connect to
NCTracks MFT system to upload and/or download files.

25 httpsy//www.nctracks.nc.gov/content/public/providers/provider-trading-partners.htmil
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New Additional Step
NCTracks SFTP Users will have to follow an additional step in following two scenarios.

e If a new User/NCID got provisioned in NCTracks to upload and/or download file in
NCTracks MFT product via SFTP/SSH.

e If an existing user who is already provisioned to NCTracks MFT Product and uses
SFTP/SSH or want to use SFTP/SSH process, changes the password on State NCID
system.

Steps:

1. Login to NCTracks Secure Portal by clicking appropriate button on NCTracks pubic portal


https://www.nctracks.nc.gov/content/public/providers/provider-trading-partners.html
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2. NCTracks will direct you to DIT system for login with MFA. For more information and
training videos, visit the NCID Citizen Identity Project | NCDIT training page.

3. After successful authentication and MFA, DIT system will redirect you to NCTracks
secure Portal.

4. |If you are provider/trading partner user, you should see the “SFTP Account
Setup/Update” tab/menu as shown in the screenshot.

5. Once you click the menu/tab, it should open the following page, where user need to put
username/NCID and password, attest the agreement checkbox and click the button
setup/update. Once done, a user can start using the SFTP tool to connect to NCTracks
MFT product.
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SFTP setup/update must be performed if a user want to access NCTracks MFT solution via SFTP method with new NCID
(newly provisioned users/NCID) and/or password (after password reset on NCID system).

For futher information reference the NCTracks Trading Partnaer information Page.
Please put your NCID and password and click the attestation checkbox to setup/update your SFTP status.

* To access/update NCID record, use the appropriate link as per your NCID type.

* External Users (Provider) click here
* State and Local Governmaent employees (State or Fiscal Agent) click here

* Passwords are case-sensitive. Please ensure your Caps Lock key is off,

User 1D (NCID): E Password:

Ot agree that I am responsible for maintaining the security of the username and password and will not share it with
anyone.

I 2 Setup/Update




