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JOB AID
Prepaid Health Plan (PHP) Operations Portal Access

OVERVIEW

Once a Prepaid Health Plan (PHP) Atypical provider record has been successfully added to the
NCTracks Operations Portal, authorized users will have the ability to view and update the
provider's PHP data. This Job Aid provides instructions for updating provider PHP data in the
NCTracks Operations Portal.

OBJECTIVES
This Job Aid will assist PHP providers with the following:

e Accessing the NCTracks Operations Portal
o Identifying editable PHP data fields
e Updating provider PHP data

ACCESSING THE NCTRACKS OPERATIONS PORTAL

NCTracks is a web-based tool that provides secure access to provider enrollment records.
Operations Portal authorized users will have the ability to view and update PHP data.

PHP users will have one of the following two roles assigned:

o PHP Provider Read — This user role will have read-only access to the PHP pages.
o PHP Provider Update — This user role will have update access to the PHP pages.

Note: PHPs may have multiple users within their organization. Every user that will have
NCTracks responsibilities will need their own access credentials. There should be no sharing of
access credentials.

MULTI-FACTOR AUTHENTICATION (MFA)

All Fiscal Agent Operations (FA Ops) users will be required to adhere to Multi-Factor
Authentication (MFA) when accessing NCTracks. MFA second level authentication works by
placing a confirmation phone call to the user’s phone during the NCTracks login process.

This requirement will be for any user of the NCTracks Operations Portal, including CSRA
employees, State employees, and other users such as Local Management Entities (LMEs) and
PHPs.

Enrolling in MFA

NCTracks Operations Portal users will need to navigate to the State MFA Portal in order to
identify the method of second level authentication notification. This site will assist the user with
either identifying the primary and secondary phone numbers that will be receiving the
confirmation phone call or, if selected, activating the mobile app option.

Navigate to https://mfaportal.nc.gov/nctracksmfa/.

Enter the NCTracks NCID (username) and password and select Log In.
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Multi-Factor Authentication User Log In =

Username

]

Password

E—

This screen allows the user to select a method for receiving the second level authentication
notification. There are currently two options available: Phone Call and Mobile App.

Ie i@ hipe brfamcbibe ncgon ussrpartal 'changs_modeaps B~ @2 || B Wiuhi-Fector Authantictic ..

Filke Edi View Fowories  Took  Help

My Account: CF

et Fivone Call methos 1o reose o phore ol o suthersoae S et Tex

Bathcd

Phone Call
Mabile App

Fhone call

Phone Call Setup
If the Phone Call option is selected, the following screen will display.

Enter primary and secondary phone numbers. The first confirmation phone call will be placed to
the primary phone number. If there is no answer at this number, a second call will be placed to
the secondary number entered.

Once both numbers have been entered, select Call Me Now to Authenticate.

A call will be placed to each phone number to complete the authentication process. After the
user selects # (on the phone keypad) the user’s authentication will be confirmed and the call will

be disconnected.
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Multi-Factor Authentication User Setup =

To enable Multi-Factor Authentication for your acoount, please specify the phone
number you will use to authenticate. To complete this step, Multi-Factor

Authentication will call the number you entered. Answer and press # to

authenticate.

Assistance
Registration Guide

Method
Phone Call

Mobile App

Phone

[United States & Canada +1 2l | *—

Extension

| |

BACKUP

Phone

[United States & Canada +1 v | ——
Extension

|| Call Me Now to Authenticate i| Cancel |

Security questions will be required in order to complete the authentication process. These
guestions can be used to gain access to the user portal without MFA. Select a question from
each drop-down menu, enter the answer for each question, and select Continue. Four (4)
security questions and answers are required.

Security Questions =

Please choose security questions and answers before continuing. Thess
questions will be used to validate your identity should you need support using

Multi-Factor Authentication.

uestion 1
Assistance 2 - >

Registration Guide ‘What was your high school mascot? v|
Answer *
Question 2

resenved.

\What was your favorite pet's name? v|
Answer *
Question 3
[what is your favorite movie? |
Answer *
Question 4
\What was your favorite teacher's name? v|
Answer +

Cancel

Upon successful completion, the user will receive a “Welcome” message to confirm MFA
registration.
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Mobile App Setup

If the Mobile App option is selected, the Microsoft Authenticator mobile app will need to be
downloaded to the user's smartphone using the mobile carrier’s app store. This app allows the
user to verify their identity quickly and securely.

e Android: https://play.google.com/store/apps/details?id=com.azure.authenticator&hl=en

¢ OS: https://itunes.apple.com/us/app/microsoft-authenticator/id983156458?mt=8

« Windows: https://www.microsoft.com/en-us/store/p/microsoft-authenticator/9nblgggzmcj6

Upon successful installation of the Microsoft Authenticator mobile app, the user will be asked to
identify the type of account being added. Select Work or school account.

WHAT KIND OF ACCOUNT ARE YOU ADDING?

& Personal account
=. Work or school account

Other (Google, Facebook, etc.)

Note: This image may be different depending on the user's mobile carrier.

Once the mobile app has been installed on the user’s smartphone, the user will navigate back to
the State MFA Portal (https://mfaPortal.nc.gov/nctracksmfa/) to complete the setup process.

Enter the NCTracks NCID (username) and password.

Lar'guage:|eni English “
Multi-Factor Authentication User Log In —
=
Assistance Jsermame
Registration Guide l:l
Password
& 2006 Microsoft. All fghts re d
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Select Mobile App.
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Select Generate Activation Code.

File Edit Wiew Favorkes Tools  Help

Main | Lag Cut

My Account Activate Mobile App ® . ®
First instal the b then chick .’-‘

'-a; My Account

The page will then display an activation code, a URL, and a barcode picture. The activation
code will expire in 10 minutes. A new code can be generated at any time.
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300w 000 New A aton Code

Use the newly installed Microsoft Authenticator mobile app to complete the next steps:

« Manually enter the activation code and URL into the mobile app, or use the barcode
scanner to scan the barcode picture.

e Security questions will be required in order to complete the authentication process. These
guestions can be used to gain access to the user portal without MFA. Select a question
from each drop-down menu, enter the answer for each question, and select Save.

Once these steps are successfully completed, the user will receive an authentication notification
on their smartphone. In order to complete the registration process, the user will need to select
APPROVE.

Approve sign-in?

State of North Carolina
So g

DENY| APPROVE ||

Troubleshooting Login Issues

There are some potential errors that may be encountered during the NCTracks login and MFA
process. Not all error messages received will require that the user contact the State MFA Help
Desk.

Note: Users should be sure to read the “Error Code” description in order to be able to take the
correct actions to proceed with the MFA process.
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Error Summary

Please fix the following errors before you proceed. If applicable, the error message is linked to an
associated field.

® There was a problem with your second factor authentication (MFA). Please review the
error and attempt to correct the issue. If you need further assistance contact your Delegated
Administrator or call the DIT Help Desk at 919-754-6000 for assistance.
Error Code#

Error Message Resolution

# Not pressed After Entry This error is received when the confirmation call is answered and

any other key besides the “#” is pressed.

e Return to the NCTracks login page, re-enter the NCID and
password to receive a new confirmation call, and press the “#
key after answering.

No Phone Input — Timed Out This error is received when the confirmation call is answered and

no input is received.

e Return to the NCTracks login page, re-enter the NCID and
password to receive a new confirmation call, and press the “#
key after answering.

User Disconnect Call This error is received when the confirmation call is answered and

disconnected and no input is received.

e Return to the NCTracks login page, re-enter the NCID and
password to receive a new confirmation call, and press the “#’
key after answering.

Error Messages Requiring Account Updates on MFA Portal

The following error message may be received when account updates are required on the MFA
Portal. Newly provisioned NCTracks users will need to wait at least 60 minutes after their NCID
has been established prior to registering their MFA information on the MFA Portal.

Error Summary

Please fix the following errors before you proceed. If applicable, the error message is linked to an
associated field.

® There was a problem with your second factor authentication (MFA). If you are first time
NCTRACKS user, please wait for 60 minutes then go to State MFA Portal and register for your
second factor authentication preferences. If you need further assistance contact your
Delegated Administrator or call the DIT Help Desk at 919-754-6000 for assistance.
Error Code# E05: User Not Found

If the user has not registered on the MFA Portal and logs in to NCTracks, the following error
message will be received. To resolve this error, the user will need to follow the Enrolling in MFA
steps.
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Error Summary

Please fix the following errors before you proceed. If applicable, the error message is linked to an
associated field.

) There was a problem with your second factor authentication (MFA). Please go to State MFA
Portal and register for your second factor authentication preferences. If you need further
assistance contact your Delegated Administrator or call the DIT Help Desk at 919-754-6000

for assistance.
Error Code# E0D6: User Not Registered/Enabled

If the primary and/or secondary phone numbers registered on the MFA Portal are no longer
valid, the user will receive the following error message. To resolve this issue, the user will need
to log in to the MFA Portal (https://mfaportal.nc.gov/nctracksmfa/) and update the primary and/or
secondary numbers provided.

Error Summary

Please fix the following errors before you proceed. If applicable, the error message is linked to an
associated field.

® There was a problem with your second factor authentication (MFA). Please review the
error and attempt to correct the issue. If you need further assistance contact your Delegated
Administrator or call the DIT Help Desk at 919-754-6000 for assistance.
Error Code# 102: Phone Unreachable

When to Contact the MFA Help Desk
The following errors, if received by the user, will require assistance from the MFA Help Desk.

Error | Resolution
Mobile App Denied Contact the MFA Help Desk at 919-754-6000
Mobile App No Response Contact the MFA Help Desk at 919-754-6000

NCTRACKS LOGIN
Once the MFA process is complete, the user will navigate to www.nctracks.nc.gov and select
the Operations tab.
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NG DEPARTMENT OF
HEALTH AND HUMAN SERVICES

Y English, Espafiol

Home Providers Recipients Operations

Home

Welcome to NCTracks, the new multi-payer Medicaid Management Information System for
the N.C. Department of Health and Human Services (N.C. DHHS).

PROVIDERS - Click on the Providers tab above to enter the Provider Portal.

RECIPIENTS - Click on the Recipients tab above to enter the Recipient Portal.

STATE and FISCAL AGENT Staff - Click on the Operations tab above to access the
Operations Portal and ShareNET.

Getting Started With N&@TFracks Provider User Guides and Provider Re-credentialing/Re-
PR y : 74

Just getting Tralnlng verification . - \

started with This section This section is \ 5 "\. |

NCTracks? Follow / includes User —- intended to help 5

these easy steps F Guides and Fact N NC DHHS & (ﬁﬁ“A

to begin using Sheets designed i\ providers N ] il

the new system. to help N.C. understand the

read on ® DHHS providers understand how to use online Re-credentialing/Re-verification
NCTracks, as well as information about process in NCTracks. Additionally,
Provider Training. read on ® providers will find links to Provider

Announcements, User Guides, and
Frequently Asked Questions. read on ®

The following screen will display. The user will select the green lock icon identified as
“NCTracks Operations Portal Secure Login.”

Home Providers Re

Home * Operations

State and Fiscal Agent Operations Users

Operations Users
Announcements

Operations Users Frequently The NCTracks Operations Portal is for State and Fiscal Agent users. The Portal provides secure access
Asked Questions to provider and recipient information needed in the operaticn and maintenance of NCTracks. State and
Fiscal Agent users can log into the NCTracks Operations Portal by clicking on the green lock on the left
side of this page.

ShareNET is the file sharing and information repesitory for the State and Fiscal Agent users. ShareNET ShareNET LOgIn

also houses the File Maintenance Request System and the CSR Tracking System. State and Fiscal Agent

users can log into ShareNET by clicking on the ShareNET lego on the right side of this page. Authorized

State and Fiscal Agent users can also access ShareNET from within the NCTracks Operations Portal. Account Management
NCT: . Reminder: The username format for ShareNET is ncmmis\username (% New User/Change Password
Secure Login Access to the NCTracks Operations Portal requires an active NCID and approved authorization. Access to (% Forgot my Password
NCID required for system access ShareNET requires an NCMMIS ID. State and Fiscal Agent users should see their Security Officer to

%l Unlock my Account
7l Account Troubleshooting

obtain IDs and aproved authorization to access the NCTracks Operations Portal and ShareNET. Access to
the NCTracks Operations Portal and ShareNET is managed separately -- some users may have access to
ShareNET and not the NCTracks Operations Portal.

The Operations Portal Login screen requires the user to enter their NCID and password.

Passwords are case sensitive. After three unsuccessful attempts, the user will be locked out;
however, NCTracks will provide a contact number that the user can call for access assistance.
MFA is REQUIRED. Once the user has entered their NCID and password, they will receive their
second level authentication via their preferred method (Phone or Mobile App).
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English, Spanish

Operations Portal Login AA | Help

The NCTracks Web Portal contains information that is private and confidential.

Only users of legal age or with parental consent authorized by the North Carolina Medicaid Management Information Systems
(NC MMIS) may utilize or access NCTracks Web Portal for approved purposes. Any unauthorized use, inappropriate use, or
disclosure of this system or any information contained therein is prohibited and may result in revocation of access and/or legal
action. If you are not an authorized individual, this private and confidential information is not intended for you. If you are not
authorized to access this content, please click "Cancel'.

NC MMIS retains the right to monitor, record, distribute, or review any user's electronic activity, files, data, or messages. Any
evidence of illegal or actionable activity may be disclosed to law enforcement officials.

By continuing, you agree that you are authorized to access confidential eligibility, enrollment and other health insurance
coverage information. Please read more in our Legal and Privacy Policy pages.

YOUR ACCOUNT

= All users are required to have an NCID to log in to secure areas.
® Passwords are case-sensitive. Please ensure your Caps Lock key is off.

User ID (NCID): su s Password: eesessscsse
Forgot Login Forgot Password

About Legal Privacy £ sibility Contact Syst Report Fraud

PHP providers will see the following screen once they have successfully logged in to the
NCTracks secure Operations Portal.

Operations

* Home

Operations Portal sy

General Announcements

Getting Help in the NCTracks Portal

Did you know that there are a variety of help features available when using the
secure NCTracks portal? If you want to know more about the purpose of a partiq
web page, you can click on the link for Page Level Help. To understand what
Information is belng requested in a particular section of a webpage, click on the
question mark for Data/Section Group Help. For the definition of a particular fiel
hover the cursor over the underlined word for Tooltip Help. These help features
others are available on every page of the secure NCTracks portal,

For a complete explanation of all the help options in the secure NCTracks portal |
see the "Features of NCTracks Portal Help System" document under Quick Links
L

JA_PRV701 Page 10 of 27
JA_PRV701_PHP Ops Portal Access_W2.0.2.doc



CSRA-_“ North Carolina Medicaid Management August 26, 2019
A Y

Information System (NCMMIS)

PROVIDER SEARCH
To locate a PHP provider record for review and/or update, select the Provider tab and select
the Provider Search menu option.

Note: PHP Operations Portal users are only able to search for, review, and update their own
enrollment records.

Operations

* Home
Operations Portal Subscription Preferenses | & | AA
General Announcements Quick Links

n method (Multi-Factor

Soon you will be required 1o use a stronger authenticatio

- C ov 3 number and
peess h You must enroll on the State MFA
Portal for second factor authentication, select a method of second factor
authentication (either phone call or App verification), and follow the
instructions on the website prior to November 21, 2018 so you will be able to
log in once this change has been implemented.

falls, NCTracks will route the user back to the login
act the Delegated Administrator or

R

On the Provider Search screen, enter the PHP Atypical Provider ID number in the Atypical
Provider ID field and select Find.

Operations
¥ Homme ¢ Provider Sesrch
Provider Search & | AA by
M indicabes 3 reguned fald Legend -
QUICK SEARCH
NPl Ilt'mm.r- Provider 1D —
EIN oR Billing Agent 10
55N
TEN:
Advanced Seanch:
e b

NCTracks will return search results that contain the PHP Atypical Provider ID (as a hyperlink),
the PHP name and Employer Identification Number (EIN), and County information. Select the
Atypical Provider ID hyperlink to access the provider record.
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Operations Providar | Ofer
o b ¢ Pecides Soarch
Provider Search & AA B
W indicates » required feld Legend -
QUICK SEARCH

P Atypical Provider 10;

EIN : OR Billimg Agenit T0:

55N

Advanced Seanch:

Find Clear

= SEARCH RESULTS

L Atypical Provider 1D Browider Nama SN EIN County
— 092 -WAKE

REVIEWING AND UPDATING THE PHP PROVIDER RECORD
The PHP provider record displays the following tabs:

e Name and Address

e Tax Information

e EFT Account Information
e Contacts

o PHP Accreditation

The following sections provide more information about each tab’s page content and editable
fields.

Name and Address

The read-only Name and Address page displays the PHP provider’s basic information and
address details.
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- NPi/Atypical Provider 1D: I 8 AA s

& inccales s reguired feld

Mamme and Address | Tax Informatics | EFT Account Information  Contsst| PHP Aoorsdtation

BASIC INFORMATION

Enroliment Type: R-REG-PHP = Provider Status: O1-ACTIVE
Organization Hame: (IR = Docurnerts: Wiew
Interral Provider 10: [N Atypical Previder 10: [N =
Email: [TESTEFAKEEMAILCOM £ NCID: B

o2a Hars: I =

WP/ Abypicsl 1D Begim Date £nd Date Date
[ ] 0171472018 1273100009 E 01/14/2018 12:31:01 BM

- PHP Basic Tnro @

PHF Organization Type Begsn Date End Date Mansped Care Service Area Waiver 1D Core based Stalistical Area
02-FPROFITCH a1fa1f2019 o1/16/2019 = 1.8TAT 2 1-McwATvER = =
03-FPROFITET 01/17/2019 o1/24/2019 = 2-couT 1-mcwaTvER [ zE
03-FRROFITET 017252019 13/31/8955 £ 2-couT = 1-mEwaTvER 2 3B

PHP ELIGIBILITY GRoWR

= PHF ELICIBILITY GROUP

Y Begin Date Tnd Diste
01 11/01/2019 12/21/5395
az 11/01/2009 12319999
a3 11/01/2009 12315998
o4 11/01/2009 12/31/5998 £
0% 11/01/2019 12/31/9999 [
(.03 11/01/2019 12/31/9999 £
a7 11/01/2008 ) 12/31/%%98

PHP Basic Info

The PHP Basic Info section can be expanded so that the call center’s Provider Phone Number,
Pharmacy Phone Number, and Member Number can be updated.

Expand the PHP Basic Info section by selecting the (+) sign to the left of the section heading.

Expand the line to be updated by clicking anywhere on the line (highlighted area).

- NPI/Atypical Provider ID: S AA | Hagp
& indcati & requined field e =
Name and Address Trading Partner Info  Tax Information = Taxomomy Classification  EFT Account Information  Health Plan Selection
BASIC INFORMATION
Enroliment Type: R-REG-PHP = Proveder Status:
Organization Name: = Documents: Wicw
Internal Prowvider ID: atypical Provider 1D: 1
Ernail: = NCID:
DBA Name: =
NP1/ Atypical 1D Begin Dale End Date Date
CARSTROZ 02012020 12/31/0099 B 03/ 28/2019 09:08:05 PM
PHP Organization Type Begin Dale End Date Hanaged Care Service Area Wabrer 10 Core based Statistical Area
02-FPROFITCH 0200/ 2020 1231799459 2-COUT 4-DEMONSTRTS 1
—

Update phone numbers as needed and select “Update”.
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= PHP Basic Inro B

PHP Organization Type Bagin Date End Date Managed Care Service Area Waiver ID Core basad Statistical Area
|} D4-OTHER 11/01/2019 12/31/9999 [ 1-sTAT [ 4-DEMONSTRTS [ 1 [
PLE Indicator: n [+ PHP Plan Type: 1-STANDARD [
Managed Care Plan Type: 01-COMMCO 2 Reimbursement Arrangement: 01-RISKCAPNO [
National Healthcare Entity Type: [£] National Healthcare Entity ID:  [£]
Percent Business:  p.o0 & Pharmacy Phone Number
Provider Phone Number I Member Phone Number

The Address information is location/region specific. In this section you will see:

e Service Location 001 — Pay-To Address

e Service Location 002 — Correspondence Address

e Service Location 003 — Region 1 address information
e Service Location 004 — Region 2 address information
e Service Location 005 — Region 3 address information
e Service Location 006 — Region 4 address information
e Service Location 007 — Region 5 address information
e Service Location 008 — Region 6 address information

Pogastar Fnrtan Bagn Dats t=d Datw U 1D Dt

LS

Saervioe Locaen 00 . IR | h

- Mpoaisd DETAlL oyfon/role 13731/ 9%e0

R e —— COMCATA
AMH:
Locator Code:  DO0-Service ® Bagin Dete: 01/DL2018
State Indicatoe: Q- IN-STATE = End Dafe: |13038/3509 =]
vk Laeatan i
ZSwrvica Locsbon Hema:  Rigass 03 Brimary LocaSon: b £

W Adcireas Line 11
Addena Lina 2: [

& Oy AALESSH

= State: RC-NCARDLINA v 2 = stoee o [

= mxceda : [ = s #5 :
- Counky | =
oz bradr-akusl flomac Penee —
p— ] g R —
= Pt Mame: | [ = Fax #1 =
Hefcy Mo _ = w Cosipi Evali  TESTEEFAKERMAIL. CON (2
Sl w| 2

# SERVEICIRNG COuNTIiES

|upanin cmimir
k] darid o e Ty i ® Bz Cuta:
Fred Cace:
|-w Claur
st ey [Sase) Beisn bap
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Tax Information
The read-only Tax Information page displays the PHP provider’s tax information.

* Home * Provider Search * Provider Detadl

I - NPi/Atypical Provider 1D: NG & 1 aA | s
o indicater 3 reguired field == =
Name and Address [ Tox Information | EFT Account Infermation  Contscti| PHEP Aoreditetio

TAX IMFORMATION

Enollment Type: R-REG-PHP [ Documents: Vigw

_ L 1)

B

# Organization Name:
» EIN :
Backup withholding: v

=

DBA Marme:

¥ Status * Begin Date ¥ End Date
g 12/31/9999 =
Add | Clear |car(el

= PrEVIOus Tax 1D INFORMATION

* EIN 55N Begin Date Lrd Date Income Reported to EIN

[ ] 01/14/2019 12/31/9999 N-He

View History [Save| Reset Page

EFT Account Information
The PHP provider can update their Electronic Funds Transfer (EFT) account information on the
EFT Account Information page.

When the page first displays, the current EFT account information is collapsed. Select the plus
(+) sign to view the information.

MY ATYPICAL ORGANIZATION - NPI/Atypical Provider ID; s &3

W e b ey a

i I EFT Account Information F—— PHP Actraditation

[}
{ & EFT Accousy Issoamarion (017017 1013-12731/9980)

L Ipgm——

T & Bpusdirng Mearmbe & Back e

& Apignnd Magrmibar & Addre Loe ]

o At Tppa - Aigrwan Lo D

@ b et B tacte Diate = Sy
Pra-tighe Sack Cate: 01/01/0001 - et )

& Bagn Dats & 270 Code

& Erd Dote
EFT Brable Coda e |

EFT account information is very important for the proper transmission of funds. In order for the
account to receive funds, the EFT must have completed the Pre-Note process so that the EFT
Enable Code status is set to ‘1-YES'. The user should NOT edit the EFT Enable Code on an
existing account. The system will send a Pre-Note to the financial institution to ensure the data
is correct and will automatically update this field.

No funds will be transferred to the account if the EFT Enable Code is ‘2-NO’ or ‘3-TEST".
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MY ATYPICAL ORGANIZATION - MPIfAtypical Provider 1D: s o S AA | Helo
W incicalen » reguiced ek Legead
.I EFT Account Information | o —r——
i
EFT ACCOUNT INPORuATION
# Rowting Number = # Bank Nama1 =
w Account Humbaer: = » Address Line 11 =
® Accourt Typa: | C-Chacking[w| 2 Addrass Lins 24 B
* Asticipated Pre-Nots Date: /01/01/0001 = = City: [
Bra-Mots Sent Dats: 01/01/0001 ®Shte 1 | NC-NCARDUNA || 2
e Bagin Date: 0L0L/2013 g W TP Code s 27802-1216 ]
 End Dabe: (32/33/5595 # B
|E' Ermable Codat [1-ves o] | a— Do not edit i
lud-u Delere
preL g e——,
o Rewting Numbar: s Bark harres:
e Accsunt Humbar: e Addrens Line it
® Account Type: =] Addrens Line 2t
& Anticipated Pre-Nobe Dabe: ey vy T & ity
Bra-ficte Sent Date: 01010001 ® Stake : ™|
% Bagin Dabes | mend'dd/ vy i W ItP Code 1
% Ened Darber
EFT Erabla Coda: =
|asa] [ciess
+
Viws Histary I!.nl Brset Page

Updating EFT Account Information
If the EFT account information needs to be updated, the new EFT account information should
be added to the record. Do not edit existing information on this page.

In the Add EFT Segment section, complete the following fields.

MY ATYPICAL ORGAMNIZATION - NPI/Atypical Provider ID: ssismss & aA el

Lagnsd

1 I EFT Acecount Information Contacts  PHP Accreditation

& LFT ACCoumT [mroasarion (01/00/2013-12/31/9999)

a3 LT et

o B e heemtae = Rans farae
W Aliina il oSl w Asdewan Lo 1
® g Ty o Adtiwad Lo 3
® drda gated Bre-teote Dete 1=
Frg-Papts St Date 0100 f000 )Y - StatE :i
= B Date » 236 Code
i G Dt
BT nabie Codes )
o8 L
D-TEST | | — E *
s , Foge
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e Routing Number — Unigue code associated with a bank account.
o Bank Name — Name of provider's EFT bank.
e Account Number — Bank account number.

e Address Line 1 — Address of provider's EFT bank. This can be the local branch or
corporate address.

e Account Type — Select C-Checking or S-Savings.

e Address Line 2 — Address of provider's EFT bank (if applicable).

e Anticipated Pre-Note Date — Enter the current day’s date. Do not use a date in the past
or the Pre-Note will not be sent to the financial institution.

o City — City of provider's EFT bank.

o State — Drop-down lists the state of provider's EFT bank.

e ZIP Code — ZIP Code of provider's EFT bank.

o Begin Date — Start date that provider’s bank account is used for EFT. This should also
be the current day’s date.

e End Date — Enter 12/31/9999. This is the last date that the provider’s bank account is
used for EFT.

e EFT Enable Code — Select 3-TEST from the drop-down menu. This will prompt the Pre-
Note process and will later be changed by the CSRA Finance department once the Pre-
Note process is complete.

Note: Although the EFT Enable Code is an editable field, it is important that the provider
not change the code once it has been updated by the CSRA Finance Department.

Once all required data has been entered, select Add and then select Save.

If an error is received during the Pre-Note process, the provider will be notified via U.S. Mail.
The letter will be sent to the correspondence address on file.

Contacts

The Contacts page displays information for the PHP provider's owners, contacts, and
subcontractors. The page prepopulates with the information provided in the PHP Inbound
Datasheet. Providers can update the owners, contacts, and subcontractors information when
necessary.

The Data Validity Confirmation date is initially set to the date the PHP record was added to
NCTracks. The PHP should review all their data once per year and update this date (using the
calendar feature/icon) to the current date. This is the PHP’s way of acknowledging that all of the
PHP Contact data has been reviewed and updated if applicable.
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} Home b Provider Search | Provider Detail

NPI/Atypical Provider ID: & | AA | Help

¥ indicates 2 required field Legend
Contacts | PHP Accreditation
Data Validity Confirmation

¢ Date: [02/28/201% = &

+ owners B
+ PHP contacts @

Senvice Location 003 - N ~|

+ SusConTracTors

ry

View Histary |s.~e Reser Page

Updating Contact Information

The provider’s record should always contain accurate and up-to-date information. The provider
will need to update their information accordingly, if a listed owner, contact, or subcontractor is
no longer a part of the organization or if any information about that owner, contact, or
subcontractor changes.

Owners
Once the Owners section is expanded, the provider can view and update any of the information
present. The provider can also add additional owners.

Name SSN EIN o Familial i ip * o ip ¥ Begin Date ¥ End Date
03-Child & 70.00 & 01/01/201% 12/31/9999 &
02-Parent [ 12.00 & 01/17/2019 01/31/2019 &£

| 02-Parent 1.00 @ 01/25/2015 12/31/99%9 &
o = mm/dd ) mm/dd/yyyyl &
= Individual/Organization: ﬂ
* City:
¢ State: [v]
* ZIP Code :
Office Administrator: [
Add| |Clear

To edit an owner’s information, select the owner’s name to expand the segment.
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Name SSN EIN * Familial Relationship * % Ownership * Begin Date * End Date
= 05-Mone  |v| 02/27/2013 12/31/999%
* Individual Last Name:
* First Name:
Middle Name:
Suffix: V]
# Address Line 1 # Gender: | F-Female[v|
Address Line 2: * DOB:
% City: |RALEIGH
* State: | NC-NCAROLINA  [v]
* ZIP Code : |27607
# Phone *:
% Email:
Office Administrator: [
Adverse Findings:
oiG: O sam: O Disclosura: [
Background: 1 mcsis: O Inaccurate Data: [
peT: O Fingarprinting: [
—p ||Updnte|tunce\ Delzte

The expanded segment displays the following editable fields:

e SSN (if individual)

e EIN (if business)

o Familial Relationship

e % Ownership

e Begin Date

e End Date

e Individual Last Name (if individual)
o First Name (if individual)

o Middle name (if individual)

o Suffix (if individual)

e Business Name (if business)
e Address

o Gender (if individual)

o Date of Birth (if individual)

o City

e State

e ZIP Code

e Phone Number

e Email Address

Once all updates have been made, select Update in the bottom right corner. This selection
saves the updated owner information.

To cancel the updates, select Cancel.
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To add new owners:

1. Select I-INDV or O-ORG from the Individual/Organization drop-down.

2. Complete all required fields for the owner (as indicated by the red asterisk).
3. Select Add.
4

Navigate to the bottom right corner of the page and select Save to save all changes.

+

View fistary R,m Fase

Bpour  Legm  Pvacy  Accessmimy Contact us

PHP Contacts
Expand the PHP Contacts section to view the information for all PHP contacts on file.

% Contact Type * Begin Dste * End Date * SSN * DOB * Status
01-BRDMEM 01/01/2015 12/31/9599 1-AcTIVE £
01-BRDMEM 01/17/2019 01/31/2019 2-INTERIM [
02-CEOQ 01/17/2019 01/31/2019 2-INTERIM £
0%-PHARMDIR 01/25/2019 12/31/9593 2-INTERIM &

3 [~ mm/dd/yyyy am/dd/ vy mm/dd/yyyy [v]
* Last Name: # First Name:
Middle Name: Suffix:
% Address Line 1: Address Line 2:
% City: * State: ﬂ
% ZIP Code: % Email Address:
e Phone: NPI:
Add| |Clear

The segments with data populated can be expanded, viewed, and edited. The lower portion of
the section is used to add a new contact to the record.

Once a PHP Contact segment is expanded, the provider can view and edit the contact
information.

When adding a new contact, complete the following fields:

e Contact Type

e Begin Date

e End Date

e SSN (Social Security Number)
o DOB (Date of Birth)
e Status

e Last Name

e First Name

o Middle Name

o Suffix

e Business Address
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o City

e State

e ZIP Code

e Email Address

e Phone Number

e NPI (if applicable)

Select Update in the bottom right corner of the section to save the edits.

- PHP ContacTs B
# Contact Type # Begin Date # End Date *SSN * DoB # Status

. 03-PHARMDIR |V 01/25/2019 | & 12/31/9999 | & 01/25/2019 | & 2-INTERIM|v] ()

* Last Name: [N ¢ First Name: [

vicle Nar: [N e,

* Address Line 1: [ Address Line 2: [N
xcay: wstate: [
x 215 Code: [N w Email Adcress: |
# ehons: N MPL:
Cancet[Delete

Navigate to the bottom right corner of the page and select Save to save all changes.

+

View Histary nm. Page

Subcontractors
Subcontractor information is location/region specific. If a PHP has multiple locations that utilize

subcontractors, the provider must select the location from the drop-down menu and then make
the updates. If the same subcontractor is present on multiple locations, their data will need to be
manually updated for each location/region. The updated information is not automatically copied
from one location to another location.

e Service Location 003 — Region 1 address information

e Service Location 004 — Region 2 address information

e Service Location 005 — Region 3 address information

e Service Location 006 — Region 4 address information

e Service Location 007 — Region 5 address information

e Service Location 008 — Region 6 address information

Select the Service Location and expand the Subcontractor section.
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|Ser.sceLa{_aumGO3 — ___41| <

* Function * Begin Date % End Date
3-PCMGMTFUN 01/01/2019 12/31/9999
S-RISKCNTRCT 01/25/2019 12/31f99939
3 [v] mimydd/yyyy)e mm/dd/yyyy|&E
# Organization Nama: #* DBA Name
 Address Line 1: Address Line 2:
#* City: % State: ﬂ
* ZIP Code:

* EIN: Description:

Add | | Clear

Existing Subcontractor information will be present. The lower portion of the section is used to
add a new subcontractor contact.

When adding a new Subcontractor, complete the following fields:

Function

Begin Date

End Date

Organization Name

DBA Name (Doing Business As Name)
Address

City

State

ZIP Code

EIN (Employer Identification Number)
Description

Navigate to the bottom right corner of the section and select Add.

Service Location 003 s sl |

- SsusConTracTors B

* Function * Begin Date 3% End Dabe
3-PCMGMTFUN 01/01/2019 12/31/9999
S-RISKCNTRCT 01/25/2019 12/31/9999
3 v mmy dd/yyyylE mmy/dd/ yyyy|EE
# Organization Nama: # DBA Nama:
o Address Line 1: Address Line 2:
* City: * State: I~
* ZIP Code:

» EIN: Description:

Ue!r

To edit information pertaining to a specific subcontractor, expand the segment of data specific to
that subcontractor.

The following fields are editable:

JA_PRV701

Function
Begin Date
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e End Date

e Organization Name

o DBA Name (Doing Business As Name)
e Address

o City

o State

e ZIP Code

o EIN (Employer Identification Number)
o Description

After all updates are made, navigate to the bottom right corner of the section and select Update.

Service Location 003 . sl |
* Function * Begin Date ¥ End Date
o | 3-PCMGMTFUN ﬂ 01/01/3019 |- 12/31/999% |8
e Organization n=me: | N N EEEEEEEEEENN w p2aname: [
e Adcress Line 1: [N address une 2: | [
* city: I w State:
# 210 code: [N
wem: I Description: |

Navigate to the bottom right corner of the page and select Save to save all changes.

+

View fistory Reset Fage

PHP Accreditation

The PHP Accreditation page displays the PHP provider’s licenses, accreditations, and
certifications. The provider can update existing licenses, accreditations, and certifications as
well as add new licenses, accreditations and certifications.

Once the section is expanded, all accreditation information available will be present.

- NPI/Atypical Provider ID: &  AA | pelp

# indicates a required field Legend -

| PHP Accreditation

?
* Primary Type # Secondary Type ¥ Begin Date * End Date Number * Status
01-ACCREDTN 07-NCQAPROVIS 01/01/2018 o1/01/2020 [ 5] 02-AccREDITED B
4 [v] [ dd/yyyy =l dd/yyyy|S hd

Add Clear
ry
View History |5n= Reset Page
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If any information is not current or correct, the provider can edit the information by expanding
the segment and making the applicable updates. Select Update after each revision, and then
select Save to save all changes.

Adding a new license, accreditation, or certification will require populating the following fields:

e Primary Type

e Secondary Type
e Begin Date

e End Date

e Number

o Status

Once the new information has been entered, select Add. Once all updates are complete, select
Save to save all changes.

REPORT2WEB (R2W)

Report2Web (R2W) will be used to house PHP specific reports and PDF versions of the
Remittance Advice.

When an authorized PHP user logs into the NCTracks Operations Portal with their NCID they
will need to select the Other tab in order to access R2W.

@ Weicome, i ot bos

* (Logou)

Operations

' Home
Operations Portal S otion Pref & AA

General Announcements Quick Links

r and

f tate MFA
Portal for second factor authentication, select a method of second factor
authentication (either phone call or App verification), and follow the
instructions on the website prior to November 21, 2018 so you will be able to
log in once this change has been implemented,

factor authentication f C the user back to the login
he Delegated Administrator o

R2W will launch and the PHP specific folders will be present.
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oL b o Ofrie oL
Folders Intertace Re... |
by Filter
E“:‘g—‘:”‘"“ Title Folder File Name Date
25 Call Canter . —
i PHP Provider affiliation Error Report /PHP Reports/AMESTCOD/Interface Reports PM21770-R0001 Jul 17, 2019 12:09:51 PM
165 CCNC Reporting
Claims 9. Provider PHP Discrepancy Report /PHP Reports/AMESTCOD/Interface Reports PM21968-R0001 Jul 12, 2019 12:09:54 PM
cHs
1 5 County

25 e-Commerce
FA Reports

2 Financal Reporting

1 55 Health Check
Health Check Coordinat

5 LME Reports

252 Managed Care

2 MARS Reports

No 1D
Operations
OpsStats
B PA
2 & Personal

@ Pharmacy
= PHP Reparts.
B (= AMESTCO0
BLUSTCOL
[ I CARSTPO2
& @ UNISTCO3
5 WELSTCO4

ider
1 5 Provider Specific
 Public
QA Reports
15 Recipient
11 Reference
2 Remittance Advice
@59 SAS Logs
sta
# Smart Folders
System Reports
50 TRL
ZRas

< >
Categories
Settings

Once you have navigated to the appropriate folder you will find report titles, these report titles
are hyperlinks to the actual report. Select the report you wish to review.

When a report is opened it will populate on screen. The user will have the ability to, print, save
or export the file in Excel format. For more information on the features available in R2W please
refer to the training document in the_ R2W_Training folder.

5. Report2Web Welcome, TRAINING SUPERUSER - (sm©®
- /s T b
Q& kO [? o O [Title v oL
Folders PHP Provider... |
s Path: ../AMESTCO0Intefoce Reports © 0l 12, 2019 12:09:51 PM Q) Version it J=Re 00
_R2W_Training e P Filter: None View: /s
@ & Call Center BEdSA« «» n EEdA W@ [ 18 o poge: vof 23
@ 5 CCNC Reporting = S = 5 .
e i REPORT: FM21770-R0001 NORTH CAROLINA DEPARTMENT OF HEALTH AND HUMAN SERVICES PROCESS
st PAYER: ALL NCTRACKS PROCESS
3 County PHP PROVIDER AFFILIATION ERROR REPORT
o e-Commerce AS OF: 07/12/2019
FA Reports
@ 5 Financial Reporting PHP ATYPICAL ID: AMESTCOO PHP NAME: AMERIHEALTH CARITAS NORTH CAROLINA

Health Check
© (5 Health Check Coordinat}
(3 LME Reports

(2 Managed Care cii
8 5 MARS Reports 003 INSERTED

PROVIDER NP1/
ATYPICAL ID roc ERROR MESSAGE

NoID 003 INSERTED
& 2 Operations 003
OpsStats. ggg
@ PA 003
@ & Personal 50s .
@ & Pharmacy 2 e
@ Pha 003 INSERTED
PHP Reports 007 BROVIDER LOCATOR CODE INVALID
(= AMESTC00 008 BROVIDER LOCATOR CODE INVALID
[interface Reportgl 003 PROVIDER LOCATOR CODE INVALID
e
@ 5 CARSTPO2 003 INSERTED
© 53 UNISTCO3 003 INSERTED
59 WELSTCO4 003 NseatEp
& Provider 003 INSERTED
@ Provider Specific 003 PROVIDER NPI NOT IN NCTRACKS
 Public 005 INSERTED
. 003 INSERTED
Q8 feporty 006 INSERTED
@ i Recipient e
@ (9 Reference 008 B
5 s Remittance Advice 005 CODE INVALID
55 SAS Logs 006 EROVIDER LOCATOR CODE INVALID
004  INSERTED
003 INSERTED
B9 Srmart Fokders 003 INsERTED
System Reports o 2
25 TPL b
ZRAS 04
008
009
003 INSERTED
003 INSERTED
003 INSERTED
004 INSERTED
003 INSERTED
003 INSERTED
003 INSERTED
< > ||pesomens. 003 INSERTED
Categories
Settings

ADDENDUM A. SYSTEM HELP
The major forms of help in the NCMMIS NCTracks system are as follows:

o Navigational breadcrumbs
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o System-Level Help — Indicated by the “NCTracks Help” link on each screen
e Screen-Level Help — Indicated by the “Help” link above the Legend

e Legend

o Data/Section Group Help — Indicated by a question mark (?)

e Hover-over or Tooltip Help on form elements

Navigational Breadcrumb

Provider Portal

t Home } Create Professional Claim

A breadcrumb trail is a navigational tool that shows the path of screens that the user has visited
from the home screen. This breadcrumb consists of links so the user can return to specific
screens on this path.

System-Level Help

ﬁ Welcome, TSTCLAIMS3 TSTCLAIMS2. (1 og out)

I |tz o

g Partner | Payment | Consent Forms

The System-Level Help link opens a new window with the complete table of contents for a given
user’s account privileges. The System-Level Help link, “NCTracks Help”, will display at the top
right of any secure portal screen or web application form screen that contains Screen-Level
and/or Data/Section Group Help.

Screen-Level Help

Consent Forms

Legend |

Screen-Level Help opens a modal window with all of the Data/Section Group help topics for the
current screen. The Screen-Level Help link displays across from the screen title of any web
application form screen.
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Form Legend

Legend bl

[&E| Calendar I,\}

_d Add Mew Entry

“J' Editing Entry

6#. Pending Update

@ Pending Deleticn

Expand Section

= Collapse Section
. Row Error

&7 File Attached

E] Audit

s Required Field

A legend of all helpful icons is presented on screens as needed to explain the relevant
meanings. This helps the user become familiar with any new icon representations in context
with the form or screen as it is used. Move the mouse over the Legend icon to open the list.

Data / Section Group Help

PATIENT INFORMATION d
* Recipient ID: * SSN:
or
% Date of Birth: |mm/dd/yyyy beE]| 2
H I

Verify Clear

Date of Service

+

Data/Section Group Help targets the same modal window as Screen-Level help, but also targets
specific form information associated with the Help link that the user selected. Data/Section
Group Help displays as a question mark (?).

Tooltip Help

- -

Identifies the Account based on
the User ID used to log into the

Tooltip help is available via a popup box that appears slightly above the screen element when a
user hovers the cursor over the element. Text with an available tooltip has a dashed underline.
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